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1. PREREQUISITE

* Please install latest version of VPN client software — FortiClient. If you have
installed it before, and are still using FortiClient 6.X or older version, please
reinstall 7.X or above.

*  Please always update the VPN client software — FortiClient to the latest version
once available for the best security protection.

*  FortiClient 7.X supports PC Operating Systems with Microsoft Windows 10 or
above only.

*  Youcan check the version of your installed FortiClient under Apps and Features
on your Windows PC,

*  Alternatively, you can open FortiClient software to check the installed version
2]

*  The PC Operating Systems must have Internet access during the installation.

E = Apps & features

B— System settings

8 =. Default app settings
n—

System settings

Settings >
8 Add or remove programs

55 Show most used apps in Start

&) Turn SmartScreen Filter on or off for apps

B8 Show recently added apps in Start

4 Choose which apps can run in the
background

Settings
@ Home Apps & features
Find a setting P ’ Microsoft OneDrive 275 MB
’ 5/2/2023
Apps
»1 Microsoft Edge 142 MB
4/28/2023
i Apps & features
FortiClient VPN 266 MB

4/26/2023

$=  Default apps

0 Offline maps . )
Modify Uninstall
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[2]

® Open FortiClient VPN, click the button (as shown in the picture).

@) FortiClient — *
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name hd

Username

Password |

@ FortiClient - *
File Help

Upgrade to the full version to access additional features and receive technical support.

FortiClient VPN

This is a free version of FortiClient VPN software which supports limited features and does not include technical support.
Upgrade to the full version to access additional features and receive technical support.

Click here to view the license agreement

Copyright Information

OpenSSL

The CpenSSL library is copyrighted by Copyright 199%8-2018 The CpenSSL Project.

spdlog

_The MIT License (MIT)

Copyright © 2003-2023 Fortinet Inc
All rights reserved.
http-f'www fortinet com

Note: If school has difficulty in finding the software version, school can seek help
from Cloud Helpdesk.
https://cdr.websams.edb.gov.hk/cloud/cloudcontact/
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2. DOWNLOAD THE VPN CLIENT

1. On the Windows PC if you wish to connect VPN, download the VPN Client
installation program at https://www.fortinet.com/support/product-downloads

Choose [FortiClient VPN only].

F::RTINET oiscovermore  suport B Q@
Enterprise Small Business Service Providers Partner:
Network Security Enterprise Networking Zero Trust Access Cloud Sef ions Cybersecurity Services  Support & Services

Product Downloads and Fr

Fortinet Named a Leader in the 2022 Gartner® Magic Quadrant™ for

DOWNLOAD REPORT

| Product Downloads | Free Trials

FortiClient

FortiClient VPN
The VPM-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for multiple
devices. 2]
o
=i
Remote Access [y
/ SSLVPN with MFA DUWC\l.'?ad VPN for Download VPN for MacOS Download VPN for Linux
~ ndows

./ IPSECVPN with MFA
DOWNLOAD DOWNLOAD .rpm

A
| |'|

Download VPN for Android Download VPN for Linux

Download VPN for i0OS

DOWNLOAD DOWNLOAD .deb
DOWNLOAD

2. After download is completed, go to the next sections to continue installing or
upgrading the VPN client.
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3. INSTALL THE VPN CLIENT FOR THE 1°" TIME

1. Double click the installation program to execute it.

2. Check the checkbox if you accept the license agreement and click Next.

#5 FortiClient VPN Setup - X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

h Q—

e

[ Yes, I have read and accept the f§ |License Agreement

3. Set the destination folder, and click Next.

17 FortiClient VPN Setup - X

Destination Folder

Click Mext to install to the default folder or dick Change to choose another.

Install FortiClient VPN to:

IC:‘-,Prngram Files\Fortinet\FortiClient!,

Change...

Page 5 of 31



VPN CONNECTION GUIDE FOR INTEGRATED CLOUD SERVICE FOR WEBSAMS

4. Click Install.

#57 FortiClient VPN Setup -

Ready to install FortiClient VPN

installation settings. Click Cancel to exit the wizard.

Click Install to begin the installation. Clidk Back to review or change any of your

Ead( conce

5. Click Finish.

157 FortiClient VPN Setup -

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel
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4. UPGRADE THE INSTALLED VPN CLIENT TO NEWER VERSION

1. Double click the installation program to execute it.

2. Check the checkbox if you accept the license agreement and click Next.

#5 FortiClient VPN Setup - X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

- =

[ Yes, I have read and accept the f§ |License Agreement

3. Click Upgrade.

17 Upgrade FortiClient VPN - X

Ready to upgrade

Click Upgrade to begin the upgrade. Click Cancel to exit the wizard.

Back Cancel
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4. Click Finish.

#57 FortiClient VPN Setup - *

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

3
h—__
Back Cancel
Note:

*  The program for installation and upgrade is the same program.

* No need to uninstall the older version before executing the installation
program.

*  Restart Windows is recommended after the upgrade.
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5. SET UP VPN CONFIGURATION

No matter you are installing the VPN Client for the 1% time, or upgrading the version,
you have to configure/reconfigure the VPN connection settings.

This is a one-time only procedure after each installation or upgrade. You do not need
to do this every time when connecting VPN.

1. Launch the VPN Client.

2. Check the agreement and click I accept.

@ FortiClient - X
File Help

acknowledge that this free software does not come with any product

upport. | will not contact Fortinet technical support for any issues
experienced while using this free software.

3. Click Configure VPN.

@ Fortictient - %
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

e,

Configure VPN
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4. Choose SSL-VPN to set up the new VPN connection.
® Connection Name can be any name you prefer.
® Remote Gateway:

vpngatewayl.sams.edu.hk
or
vpngateway2.sams.edu.hk

Note:

* If you are not sure which gateway you should use, you can try them one by
one. Eventually, only one of them (when VPN is connected) will allow you
to open your school’'s WebSAMS.

* If any problem is encountered during configuration, school can seek help
from Cloud Helpdesk.

https://cdr.websams.edb.gov.hk/cloud/cloudcontact/

1@ FortiClient - s

File Help

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VN [ SSLWN | I )
Connection Name \WebSAMS

Description

Remote Gateway Ivpngatewayzsams.edu.hk I x
+Add Remote Gateway

[] Customize port 443
D Enable Single Sign On (SSO) for VPN Tunnel

Client Certificate None

Authentication o Prompt on login ':::' Save login

C o o ]

5. Click Save.
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GET THE VPN TOKEN

To connect to the cloud, each school is assigned with two software tokens, which
are mobile application for 2-factor-authentication during VPN login process to
strengthen the security. It is necessary during login of VPN connection.

6.1 SOFTWARE TOKEN

Software token requires several steps to set up. Please follow the procedures to
install Mobile App (FortiToken Mobile) for registering the token on your mobile
device. You can download the Apps from

*  Google Play Store (for Android)
*  App Store (for Apple iOS device)
*  Microsoft Store (for Windows device)

10 calendar days before the cloud migration date of your school, your school
principal should receive an activation email from <
activation@donotreply.sams.edu.hk >, which contains a QR code for software token
activation. You should follow the instructions below to activate the token within 10
days before the QR code expires. You may refer to procedures in later sections.

— T . —= =

(=3 & FL*(_‘ Lﬁ)‘ r:(:MEe'tmg Advanced Monthly Meeti... &3 To Manager b % = ::Mavkumead ay) »p Q
Del Reply Reply to F . Cim~ =3 Team Email v Dane " [P~ B Categorize - g .

& ~

& - Delete | Reply Rephto Fonard o More - €L Reply & Delete £ Create New ove Flmmlpe T, E

Delete Response Quick Steps n Move Tags n Editing Zoom ~
[JUrgent []Return receipt [ ] Expand Groups [ ] Restricied [ ] PreventCopy [ ] Confidential
Tue 24/5/2022 10:11 AM

WebSAMS NoReply <activation@donotreply.sams.edu.hk>

Activation on WebSAMS VPN Portal - FortiToken Mobile =« "J 3=« =1

To He=wmenc o "

— ftm_gr, -, 1 A apng |
=/ 620 bytes

Hetto it I weicome to FortTaken Mobile - One-Time-Passuord software token

Please visithitps:/docs fortinet com/productforitoken for instructions on how to install your FeriToken Mobile application on your device and to activate your foken
Activation Code for FortiToken Mobilel 1l S i, which you will need to enter on your device later, 15

Altemnatively, use the atlached QR code image to activate your foken wilh the "Scan Barcode” feaure of the app.

‘You must activate yeur teken by §Fri, Jun 03, 2022 10:10 HKTj after which your will need to contact your system administrator to re-enable your activation

FortiGate

You may need to contact the Cloud Helpdesk ZElgAR L a8 &EtE] if

(i) the activation code is expired; or

(i) your activated device is lost/ stolen; or

(iii) transfer of token is required but you do not have access to the original activated
device.

Note: For (iii), if you wish to transfer token between devices and you still have access

to the original device, you may refer to the later section [Transfer of software token

from old to new device].
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VPN CONNECTION GUIDE FOR INTEGRATED CLOUD SERVICE FOR WEBSAMS

6.1.1 For Android Devices

Prerequisite

. FortiToken Mobile is compatible with devices running certain versions of
Android only. Please observe the compatible versions specified in Google Play
Store.

¢ Beware of the end of support date of the Android version your devices are
using. For security reason, you should not use an Android version that had
passed its end of support date.

*  The devices must have Internet access during the token activation process.

1. Go to Google Play Store and search for FortiToken Mobile. Tap m

 FortiToken Mobile
Fortinet

3.9% 100K+
569 reviews Downloads Rated for

3+0

FLIATINET

2. Tap “ to launch the application.
A FortiToken Mobile
Fortinet

Uninstall
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3. Open the activation email. Please note that the activation code will expire in 10

days.

Message Acrobat Q Tell me what you want to do...

—~ i~ —~ - 3
& & (_a " 2 Meeting Advanced - Monthly Meeti... 3 To Manager ¥
x t@ ta Q; IM~ E3 Team Email v Done

Delet: Reply Replyto F d
st =l LR or\:uar E_@Mnrev Ef-Rep\y&tDelete ¥ Create New

s -
L

- All~

Delete Response ‘Quick Steps ]

[JUrgent []Returnreceipt [ ] Expand Groups [ ] Restricted [] PreventCopy [] Confidential
Tue 24/5/2022 10:11 AM
SAMS y <activation@ eply.sams.edu.hk>
WebSAMS NoReply <activation@dcnotreply.sams.edu.hk

Activation on WebSAMS VPN Portal - FortiToken Mobile == "8 2= =1
To "

= ftimgr, = =m&E.E_ = =% wpng _
EEA [a]

He\\o@. welcome to FortiToken Mobile - One-Time-Password software token.

Please visit hitps.//docs fortinet

Activation Code for FortiToken Mobilel &l “i"=%" &8 " which you will need o enter on your device later is

=g 2]

Alternatively, use the attached QR code image to activate your token with the "Scan Barcode" feature of the app.

FortiGate

SCAN BARCODE

Move

b Activation on WebSAMS VPN Partal - FartiToken Mobile I e "0 Pl Sgl - Message (HTML)

‘mr ¥ Mark Unread
DZ' - ==| Categorize ™
|® Follow Up -

Move Tags

for instructions on how to install your ForfiToken Mobile application on your device and to activate your token

You must activate your token by §Fri, Jun 03, 2022 10:10 Hi after which your will need to contact your system administrator to re-enable your activation.

NP
aa;)DvQ\

Zoom

Zoom ~

4. Tap to scan the QR code [1] in the activation email. You can

ENTER MANUALLY

also tap to input the activation code [2] in the same email.

FortiToken Mobile :

Welcome to FortiToken Mobile

Scan or enter the key to add token

SCAN BARCODE ENTER MANUALLY

F:ERTINET

5. Once the token is activated, the VPN token will be displayed on the App as

follows:

sss

FortiToken Manage @
FortiToken I

123456 DE
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6.1.2 For Apple iOS Devices

Prerequisite

*  FortiToken Mobile is compatible with devices running certain versions of iOS
only. Please observe the compatible versions specified in App Store.

*  Beware of the end of support date of the iOS version your devices are using.
For security reason, you should not use an iOS version that had passed its end

of support date.

*  The devices must have Internet access during the token activation process.

1. Go to App Store and search for FortiToken Mobile. Tap [/,

A FortiToken Mobile *GET
3@’\@ Fortinet IneADD
* Purchases

(1)

NoSM ® 10:04 AM -

Inf FortiToken  Manage -+

421826 )

Login Request Google
724409
______ H
oken ABAS
1,2016 D | oo
afar on 108, IPad
Approve
FiIRTINET

2. Tap to start the installation.

FortiToken Mobile

3%“@ Fortinet

In-App
(&) Purchases

3. Tap €@ 1o launch the application.
FortiToken Mobile

Fortinet

2

e

1.0 % 5% w37 5% No167 4+
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4. Open the activation email. Please note that the activation code will expire in 10
days.

& Activation on WebSAMS VPN Portal - FortiToken Mabile e Falfgll - Message (HTML)
Message Acrobat Q Tell me what you want to do...
[ x ﬁ;;i E:ﬂ ﬁ:ﬂ [F2 Meeting Advanced = [} Monthly Meeti... o Manager w =T 53 Mark Unread %’ yel ( ]
€ > CEIM- EJ Team Email v Dane EP- I Categorize - B-
E@ - Delete  Reply Replyto Forward = —|  Move Translate Zoom
M All- . EgMore- £ Reply & Delete ¥ Create New v . |* Follow Up - . -
Delete Respanse Quick Steps r] Move Tags [F] Editing Zoom -~

[JUrgent [ Return receipt [ ] Expand Groups [ ] Restricted [ ] Prevent Copy [ ] Confidential

Tue 24/5/2022 10:11 AM
WebSAMS NoReply <activation@donotreply.sams.edu.hk>
Activation on WebSAMS VPN Portal - FortiToken Mobile s|="J 3= = ]

To " b L}

fmgr, (= TE&E.E_ "W ™. .png [1]
629 bytes

Hellol[:2 2= I welcome to FortiTaken Mobile - One-Time-Password software token.

Please visit hitps fidocs fortinet com/product/fortitoken/ for instructions on how o install your FortiToken Mobile application on your device and to activate your token

Activation Code for FortiToken Mobilel ¥ %™ %" @8 "  which you will need to enter on your device later, is

== 2]

Alternatively, use the attached QR code image to activate your token with the "Scan Barcode” feature of the app.

‘You must activate your token byJFri, Jun 03, 2022 10:10 HKTJ after which your will need te centact your system administrator to re-enable your activation.

ForliGate

5. Tap ™™ toscanthe QR code [1] in the activation email. You can also tap

FEEEEE to input the activation code [2] in the same email.

FortiToken Mobile 4

Welcome to FortiToken Mobile

Scan or enter the key to add token

SCAN BARCODE ENTER MANUALLY

LERTINET.

6. Once the token is activated, it will be displayed on the App as follows:
Info FortiToken  Manage -+

FortiToken I

123456

~
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6.1.3 For Windows Devices

Prerequisite

*  FortiToken Mobile is compatible with devices running Windows 10. For security
reason, you should always install latest Windows Updates.

*  The devices must have Internet access during the token activation process.

1. Go to Microsoft Store and search for FortiToken Mobile.

Ma it e

O search 8B

FortiToken Windows e
[FORTINET TECHNOLOGIES CANADA INC] * Secusity
@ Share Wish hst

Available on

B 0 wotie sence 3 Surtace Mo

2. Tap “ to start the installation.

3. Tap FortiToken Mobile to launch the application.

4. Open the activation email. Please note that the activation code will expire in 10
days.

= Activation on WebSAMS VPN Portal - FortiToken Mobile s =i s.F° - Message (HTML)
Message Acrobat Q Tell me what you want to do...
=4 x E:ﬂ 6:4 ﬁ:a 2 Meeting Advanced - ¥ Monthly Meeti... £ To Manager " - | ¥ Mark Unread % R q
€ ~ CEIM~- E1 Team Email v Dane EP- M Categorize - B-
E@ - Delete  Reply Replyto Forward = _  Move Translate Zoom
M All- . E§More~ & Reply 8 Delete  # Create New i - |> Follaw Up ~ . I -
Delete Respaonse Quick Steps r] Move Tags r] Editing Zoom

[JUrgent [ Returnreceipt [ ] Expand Groups [ ] Restricted [] PreventCopy [ ] Confidential
Tue 24/5/2022 10:11 AM

WebSAMS NoReply <activation@donotreply.sams.edu.hk>
Activation on WebSAMS VPN Portal - FortiToken Mobile s]="J 3=« ]

To " L

ftrm_gr, " "HEa.l = "= wpng _
629 bytes

Hellol:2 222 I welcome to FortiTaken Mobile - One-Time-Password software token

Please visit hitps:fidocs fortinet com/product/fortitoken/ for instructions on how to install your FortiToken Mobile application on your device and to activate your token

Activation Code for FortiToken Mobilel &l =k %" @8 "a  which you will need to enter on your device later, is

=== nl

Altematively, use the attached QR code image to activate your token with the "Scan Barcode” feature of the app.

‘You must activate your token byJFri, Jun 03, 2022 10:10 HKTY after which your will need to contact your system administrator to re-enable your activation.

ForliGate

~
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-+ Add

5. Tap to add account.

FortiToken Windows
Accounts

Tap the plus icon below to scan or enter the key for a new account.

—+ add P [ii] Detete 883 Settings

6. Enter the profile to set up the token.
*  Account Name can be any name you prefer.
*  Key refers to activation code sent in step 4 [1]
*  Select Fortinet in Category

FortiToken Windows

FortiToken Windows

Add Account

Account Name:

EDB WebSAMS|

Key:

XXXXXXXXXXXX

Category (Fortinet or 3rd party):

Fortinet N

7. Click ¥ ™™ to proceed.

8. Once the token is activated, the VPN token will be displayed on the App as
follows:

EDB WebSAMS

316312

Expires in 42 seconds

Powered by Fortinet
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7. CONNECT VPN TO THE CLOUD

7.1 NORMAL CONNECTION PROCEDURE

1. Launch the VPN Client.

2. Choose the configured VPN Connection Name, input the VPN Username and
Password and click Connect.

@ FortiClient

File Help

X

@ FortiClient VPN
A & 0 O &

Upgrade to the full version to access additional features and receive technical support.

[N

VPN Name WebSAMS

Username et " e
Password

3. You can either use method (i) or (ii) below.
(i) Retrieve token code from your mobile device.
Note that each token code is valid for 1 minute only.
Software Token
On Android device \ On Apple iOS device \ On Windows device
Open the Apps to get the token code
2
FortiToken Manage H Info FortiToken  Manage =
s © ()8 PN O
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Onyour PC, enter the code generated by the VPN token from your mobile
and click OK;

@ FortiClient - X
File Help

Enter token code or no code to send a notification to your FortiToken Mobile
VPN Name WebSAMS

Usename T —
Password ~ eesessses

Token |

cance‘

\
Or

(ii) Click Approve in your mobile device with FortiToken Mobile (available for
Apple iOS and Android only) when you receive a notification.
*The devices must have Internet access during the approval process.

Software Token
On Android device On Apple iOS device

On Windows device

Step 1: Tap the notification

Step 1: Tap the notification

'@ rormrocen o
Login Request
*with notification enabled for ~ *with notification enabled for
FortiToken Mobile Apps FortiToken Mobile Apps

Step 2: Tap approve to allow

Step 2: Tap approve to allow | the aythentication request

the authentication request

24% (8] 4:26pm

Login Request

Not available
User: ul

Time: 04:26:38 PM
May 13, 2021

Client Application: RADIUS_

Login Request

1351:45 PM

CLIENT

08 June 2022
Client Application: [N s=ms.

Deny Apprave
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Request successfully sent

After performing either (i) or (ii) in previous step, VPN should be connected in

your PC successfully.

@ FortiClient
L0 L€ [j L

@ rortiClient
File Help
Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Bytes Received 5.42 KB
Bytes Sent 8.37 KB

10:29 AM
10/5/2020

&
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7.2 BASIC TROUBLESHOOTING FOR CONNECTIVITY ISSUE

If error message occurs when connecting to the VPN even after entering the correct
password, we recommend following the steps below to troubleshoot the issue first:

1. Verify the VPN configuration of FortiClient software, especially the Remote Gateway.
Please refer to section 5 step [4]

2. Restart Windows of the PC you are trying to connect VPN; and

3. Restart the software token application.

By performing these actions and retrying the connection, you can usually resolve common
connectivity issues.

If you continue to experience problems, especially for technical matters related to VPN
connection, please contact the Cloud Helpdesk EimiRE a5 &ET5E] at 2802 0218. For
other questions, please contact your School Liaison Officer of WebSAMS Team.
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8. CHANGE VPN PASSWORD (WHEN YOU STILL HAS THE ORIGINAL
PASSWORD)

1. Open web browser, go to Self Service Portal at
https://vpnportal.sams.edu.hk/portal/selfservice/CloudSAMS
then enter your VPN login.

~ & Login x o+ - o X
€« C M 23 vpnportal.sams.edu.hk/portal/selfservice/CloudSAMS/ o
FEZEATINET
Sign in

a
@ @

Forgot password?

2. Enter your passcode generated by the VPN token or click Approve in supported
devices. You may refer to step [3] in section7.1.

v # Login x - @

<« C @ 23 vpnportal.sams.edu.hk/portal/token_login/ e % o

Fi:RATINET

Confirm on Your Mabile Device or Enter Token Code

» Lo}

Not lienho ? Sign in as a different user
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3. Change your password as follows.

~ | & FortiAuthenticator Portal x  + = o bes

€« C M 25 vpnportal.sams.edu.hk/portal/post_login/ G W o

FortiAuthenticator Portal signed in as“&8 == [ Sign out

Change password

& Password Old password

Password must meet these requirements: must be at least 8
and at most 64 characlex(s) in length, hias at least 1 upper-
case lefter(s), 1 lower-case lefier(s), 1 numeric characler(s), 1
non-alphanumeric character(s) (e.g. $4)

4. 1t will pop up a message “Successfully changed the password".

~  2IF FortiAuthenticator Partal X  + = (] X

<« C m 25 vpnportalsams.edu.hk/portal/post_login/ & ¥ o

FortiAuthenticator Portal Signed in as.* == [ Sign out

@ Successfully changed the password

NGRS

Old password

New password

New password confirmation

5. You may login again with your new password for testing.

6. Click Logout after conducted your test in step [5].
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9. RESET VPN PASSWORD (WHEN YOU LOST THE ORIGINAL PASSWORD)

1. Open web browser, go to Self Service Portal at
https://vpnportal.sams.edu.hk/portal/selfservice/CloudSAMS
then click “Forget password?”.

LEATINET
Sign in

= Username

@& | Password @

Forgot password?

2. Enter the Username (not Email Address) of your VPN account into Username
box, then click Next.

~ | %2F Reset Password X +

<« > C M 23 vpnportal.sams.edu.hk/portal/reset-password/Tnext=%2Fportal%2Fselfservice%,

Reset Password

[ To reset your password, please select your method of identification.

Recover by: Email
Username: || |

3. Your school principal will receive an email containing a one-time verification
code similar to this one.

Reset Password

WN

WebSAMS NoReply <activation@donotreply.sams.edu.hk:>
ot —— ¢

Enter the following confirmation code to reset your password:

217563
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4. Get the verification code from your school principal, then enter the verification
code into Verification code box and click Next.

Reset Password

BB An email has been sent to you with a verification code. Please enter it below.

| Verification code: li ]

5. Enter your new password twice and click Next.
Reset Password

@ Flease enter a new password

New password:
New password confirmation:

6. Your VPN password had been successfully changed if you see this screen.
=ATINET.

Password reset complete

Your password has been set. You may go ahead and log in
now

Return to login page
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10. TRANSFER OF SOFTWARE TOKEN FROM OLD TO NEW DEVICE (AVAILABLE
FOR ANDROID AND APPLE 10S DEVICE ONLY)

In case transfer of software token is required due to a change in mobile device, you
can either contact Cloud Helpdesk Elmfg B &8 &ETE] or initiate Transfer
Tokens by yourself. Either case, help from your school principal will be required.

Below procedures illustrate how to initiate Transfer Tokens by yourself.

10.1 FOR ANDROID DEVICES

1. Click : then choose Transfer Tokens.
FortiToken Mobile E

Welcome to FortiToken Mobile

Scan or enter the key to add token

I
gﬂﬂoken ~ About ﬂ
..FortiToken- Help ¥

—— e e = Manage

Settings

Transfer Tokens

B RIS S 80% W 15:43

2. Tap the token.

< Transfer Tokens

1 token
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3. Tap YES , then an email with a token transfer code will be sent to the email
address of your school principal.

Transfer Tokens

Are you sure you want to
transfer this token to another
device

FortiToken -

Issued by
FAC- I

Please do not close FTM
app or open other apps until
notified that transfer has
completed

CANCEL YES

4. Tap ONLY AFTER you receive the token transfer code email.

Your token transfer code was sent to your
email address. Tap proceed only after
you receive your token transfer code. You
will not be able to complete transfer after
transfer code expires.

5. Tap

Tokens successfully uploaded to the
server and removed from this device.
Please check your email for activation
code to complete transfer of the tokens
on new device.

6. The token is removed from FortiToken Mobile Apps of your old device.
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7. Open the token activation email. Please note that the activation code will expire
in 24+8 = 32 hours.

WebSAMS NoReply <activation@donotreply.sams.edu.hk>

Activation on WebSAMS VPN Portal - FortiToken Mobile FTKMOR I
7 I

| Internet Email

ftm_transfer_qr.png .
2K8

‘Your request to complete fransfer of tokens installed in ForiiToken Mobile has been validated. Tap "+" on FTM app on your new device and either

Use the aftached QR code image to scan with the "Scan Barcode” feature of the app.
or-

Manually enter the Transfer Code.

Transfer Code for [N

‘You must activate your foken by§Feb. 23, 2023, 2:47 a.m. (with 8 more hours as grace period),

fier which your will need to contact your school's token owner fo re-initiate the transfer process

Please visit https://docs fortinet com/product/fortitoken/ for instructions on how te install your FortiToken Mobile application on your new device.

FortiGate

SCAN BARCODE . L .
8. Tap to scan the QR code [1] in the activation email. You can
ENTER MANUALLY . L . .
also tap to input the activation code [2] in preceding sample
mail.

FortiToken Mobile

Welcome to FortiToken Mobile

Scan or enter the key to add token

SCAN BARCODE ENTER MANUALLY

F::RTINET

9. Once the token is activated, the VPN token will be displayed on the App as

follows:
FortiToken Manage ()

FortiToken

123456 < °

/
@)
\\/
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10.2 FOR APPLE IOS DEVICES

1. Tap Info

Info FortiToken Manage -

FortiToken N

I

2. Tap Transfer Tokens.

al LTE 12:20 PM 7| 75% (%
< Back Info

Version

Epoch Time

Registration ID
Help
Terms and Conditions

Touch/Face ID & PIN

Transfer Tokens

Buy Tokens

Purchase History

3. Tap the token.

< Info Transfer Tokens

FAC- 1token
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4. Tap OK, then an email with a token transfer code will be sent to the email

address of your school principal.
all LTE 12:20 PM 7 @75% (%)

< Info Transfer Tokens

FORTIGATE ISSUED TOKENS CANNOT BE
TRANSFERRED. PLEASE CHECK YOUR TOKEN
INVENTORY

TACETEEAITCCMEE 1 token

Transfer Tokens

Are you sure you want to transfer this
token to another device

FortiToken BZGE

issued by FAZIZEZG17I00138?

OK Cancel

5. Tap Proceed QNLY AFTER you receive the token transfer code email.

Your token transfer code was sent to
your email address. Tap 'Proceed' only
after you receive your token transfer
code. You will not be able to complete
transfer after transfer code expires.

Cancel Proceed

6. Tap OK,

Tokens successfully uploaded to the
server and removed from this device.
Please check your email for activation
code to complete transfer of the
tokens on new device

OK
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7. The token is removed from FortiToken Mobile Apps of your old device.

8. Open the activation email. Please note that the activation code will expire in
24+8=32 hours.

WebSAMS NoReply <activation@donotreply.sams.edu.hk>
Activation on WebSAMS VPN Portal — FortiToken Mobile FTkMO B
o

| Internet Email
ftm_transfer_qr.png .
2KE

‘Your request to complete transfer of tokens installed in FortiToken Mobile has been validated. Tap "+ on FTM app on your new device and either

Use the attached QR code image fo scan with the "Scan Barcode” feature of the app.
—or-
Manually enter the Transfer Code

Transfer Code for [ N

‘You must activate your foken byJFeb. 23, 2023, 2:47 a.m. (with & more hours as grace period), jfter which your will need to contact your school's token owner to re-initiate the transfer process.
Please visit https:#/docs fortinet

riitoken/ for i

on how to install your ForfiToken Mobile application on your new device
ForliGate

9 . Ta p SCAN BARCODE

ENTER MANUALLY

to scan the QR code [1] in the activation email. You can also

to input the activation code [2] in preceding sample mail.
FortiToken Mobile :

tap

Welcome to FortiToken Mobile

Scan or enter the key to add token

SCAN BARCODE ENTER MANUALLY

==RTINET.

10. Once the token is activated, it will be displayed on the App as follows:
Info FortiToken Manage =+
FortiToken I

123456 b
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